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Windows 7 Configuration

*Click on the items in the following order:

Start>Network—> network & Sharing Center.

|€he » Network » v | +y |

Organize » Search Active Directory Network and Sharing Center Add a pnnter Add a wireless device
On the left side, click “Manage wireless networks”

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced shanng
settings

Click “Add”

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Network and Shanng Center
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4. Manually create a network profile

o Manually cornect 1o 3 wiedess netwark
How do you want to add a network?

Ao« Manually create a network profile
S This crestes a new netwark profile or orates sn eisting network and saves a profile
SSID) and

for the network your computer, You need 10 know the network name

secwrity key (F spplicable)

an ad hoc network

es 3 temporary network for shacing files or an Intemet cornection

5. Fill the data as follow:
a. Network name: IC “Case Sensitive”
b. Security Type: WPA2-Enterprise
Encryption: AES

o

d. Security Key: Leave it Blank

e. Un-check “Start this connection automatically”.

Enter information for the wireless network you want to add

Network name: IC

Security type: |WPA2—Enterpri e Y|

Encryption type: |AES v|

Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Cancel
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6. Click “Next”, ensure that you receive the window (Successfully added iCampus)

E=REoR ==
2 a1l Manually connect to a wireless network
Successfully added IC
< Change connection settings
Open the connection properties so that I can change the settings.
7. Choose “Change connection setting”, and ensure the following configuration on the connection

tab as below:

IC Wireless Metwork Properties @

Connection | Security

Mame: IC
SSID: IC
MNetwork type: Access point

MNetwork availability:  all users

Connect automatically when this network is in range

onnect to a more preferred network if available

Connect even if the network is not broadcasting its name (55100)

Enable WLAN connection settings

OK l | Cancel
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8. Click on “Security tab” and un-check “Remember my credentials for this connection each time I’'m
logged on”, and make sure the authentication method selected is “PEAP” as below:

IC Wireless Network Properties @

Connection | Security

Security type: |WPA2—Enber|:-rise S |

Encryption type: |.-5.E5 - |

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) ~|[ settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ OK ] | Cancel |

9. Click on “Settings” and uncheck the “Validate server certificate”

Protected EAP Properties @

When connecting:

| validate server certificate

Connect to these servers:

10. Then “Configure” and un-check the following box.

When connecting:

Automatically use my Windows logon name and
password {and domain i ary).

| ok || cancel |
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11. Now connect to IC network from the taskbar icon, enter your KAUST AD username and credential and
accept the certificate warning.

B A . p——
1¢_uu.uJ_7£” Connect to a Network [ &2 |

Windows Security Alert | &=

’ The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

B Details [ Terminate ] [ Connect ]
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Windows 8/ 10 Configuration

To connect using windows 10 OR Windows 8, please follow the below 3 steps:

1. Click on the network icon at the taskbar, choose IC

Guest VIP

Open

§G

IC

Secured

N

eduroam
Secured

A

iCampus
Secured

A

WEP
Secured

A

Guest

Open

&G

Fac-Prof
Secured

7 e

Available Airplane mode

A 0 M %0 % dx Bl ENG  %07AM
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2. Enter your KAUST username and password

Guest_VIP
Open

N &

<

iICampus

Secured

A

Enter your user name and password

-~ \AICD

7 e

Available Airplane mode
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3. Accept the certificate and connect.

iICampus

Secured

Continue connecting?

If you expect to find iCampus in this location,
go ahead and connect. Otherwise, it may be a
different network with the same name.

Show certificate details

Connect Cancel

Guest VIP

Connecting Airplane mode

IC Configuration Guide
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MAC OS

1. Turnon Wi-Fi

: Secure Mobility Client Edit A O 3 E"
Wi-Fi: Off

Turn Wi-Fi On

Open Network Preferences...

2. Choose “iCampus” Network.

at  Edit @ ce O 3 €
Wi~Fi: Looking for Networks o
Turn Wi-Fi Off

v iCampus a8

.,))

Join Other Network...
Create Network...
Open Network Preferences...

3. Enter your KAUST username and password, and press OK

4. When the certificate warning appear, please click accept.

1. For the certificate warning, click ignore
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No Certificate Authority certificate chosen

e Not using a Certificate Authority (CA) certificate can result in
connections to insecure, rogue wireless networks. Would
you like to choose a Certificate Authority certificate?

Don't warn me again

Ignore . Choose CA Certificate
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Android devices

1. Enable the WiFi, and select “IC”

2. You will be prompted to configure the below settings:
a. Select the EAP method as “PEAP”
b. Select the Phase 2 authentication as “MSCHAPV2”
C. Do no validate certificate or keep it not selected

IC

EAP method

PEAP

Phase 2 authentication
MSCHAPV2

CA certificate

Do not validate

No certificate specified. Your connection will not be private.

Identity

Anonymous identity

[C] show password

Advanced options

CANCEL  CONNECT

3. Enter your KAUST user name under “ldentity” and the password under “Password”, skip the
Anonymous ldentity

Identity

Anonymous identity

Password
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IPhone & iPad

1. Enable the WiFi, and select iCampus.
2. Enter your KAUST username and password, then click “Join”

Enter the password for “IC"

Cancel Enter Password

Username

Password

3. The not Trusted Certificate warning will appear, click on “Trust”

Cancel Certificate Trust

@ BDC-PSN2-ISE.kaust.edu.sa

Not Trusted

12/06/2019, 3:00:00 PM

More Details
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Contact IT Helpdesk

For further assistance:

Please contact the KAUST IT service desk:

Phone: External +966 0 2 808 0900 or internal 900
Email: ithelpdesk@kaust.edu.sa
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